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Abstract
Present day world have evolved from traditional environment to smart indus-
tries using IoT scheme which in turn forms Industrial Internet of Things (IIoT),
which significantly elaborated by providing enhance integration using smart
communication through IoT based sensors. IIoT has been providing cost reduc-
tion and enhancement in technology by bringing availability, flexibility and
data sharing through real time scenario. Despite being unsecure environment of
cloud, the privacy of data transfer and information confidentiality is guaranteed.
In this context, this work presents a Public Key Encryption with Equality Test
based on DLP with double decomposition problems over near-ring. Computa-
tion Diffie-Hellman is utilized in algebraic structure which involves DLP with
Double Decomposition problem for proposing a Public Key Encryption with
Equality Test which provides more security to the scheme. The proposed method
is highly secure and it solves the problem of quantum algorithm attacks in IIoT
systems. Further, the suggested system is significantly secure and it prevents the
chosen-ciphertext attack in type-I rival and it is indistinguishable against the
random oracle model for the type-II rival. The recommended scheme is highly
secure and the security analysis measures are comparatively stronger than exist-
ing techniques. Search time of the proposed scheme is 150 milliseconds for
which the number of attributes is 50 and when comparing to the decryption time
of the proposed model which is lower when compared to other existing scheme
for 50 attributes.

Trans Emerging Tel Tech. 2021;e4202. wileyonlinelibrary.com/journal/ett © 2021 John Wiley & Sons, Ltd. 1 of 15
https://doi.org/10.1002/ett.4202

https://orcid.org/0000-0003-0036-7841
https://orcid.org/0000-0002-2440-2771
http://crossmark.crossref.org/dialog/?doi=10.1002%2Fett.4202&domain=pdf&date_stamp=2021-01-03


2 of 15 DEVERAJAN et al.

1 INTRODUCTION

Internet of Things (IoT) is a processing idea portraying pervasive association with the Internet, turning regular
articles into associated gadgets. The vital methodology in IoT based model is transmitting billions or even tril-
lions of keen items skilled to detect the encompassing condition, communicate and transfer of detailed information,
and afterward criticism to nature. It is expected that constantly in 2021 it is associated with 28 billion associated
gadgets.1 Associating unpredictable items to enhancing Internet, and security of ventures and society, and empower
proficient communication between the physical world and its computerized partner, for example, what is gener-
ally tended to as a cyberphysical system (CPS). It is generally portrayed to be problematic innovation for under-
standing problems in present world, for example, savvy urban communities, shrewd transportation, contamination
checking, associated human services, to name a couple. Typical structure of IIoT is illustrated in Figure 1. IIoT
includes the machine to machine spaces, mechanical correspondence advancements with computerization applica-
tions. IIoT prepares to better comprehension of the assembling procedure, along these lines empowering proficient and
practical creation.

Adaptability and versatility required by IoT interchanges are regularly tended to utilizing remote connections.
Before, remote innovations in modern applications were for the most part in light of specially appointed arrange-
ments, for example, exclusively created for interfacing moving parts or difficult to-arrive at gadgets. Recently, gauges
deliberately intended for the business (eg, WirelessHART2 and ISA100.11a3) were discharged. Be that as it may, they
face restrictions regarding adaptability and inclusion at the point when exceptionally enormous regions should be
secured. While cell advancements, for example, 3/4/5G advances guarantee to interface separations of gigantic gadgets,
they require framework support and authorized band.4 IIoT applications normally require moderately little through-
put per hub and the limit is certainly not a principle concern. Rather, the need of interfacing a very huge number
of gadgets to the Internet requiring little to no effort, with restricted equipment abilities and vitality assets (eg, lit-
tle batteries) make dormancy, vitality productivity, cost, dependability, and security/protection progressively wanted
highlights.5-9

Meeting the previously mentioned necessities represents a number of key difficulties on the advancement of IIoT.
Tending to these challenges is basic so as to guarantee a gigantic turn out of IIoT advancements. In this article, we explain
the ideas of IoT, IIoT, and the present pattern of robotization and information trade in assembling advancements called
Industry 4.0. We feature the open doors got by IIoT just as the difficulties for its acknowledgment. Specifically, we center
around the difficulties related with the need of vitality productivity, continuous execution, conjunction, privacy, opera-
tional consistency and protection issues. We likewise give a deliberate outline of the best in class investigate endeavors
and enhancement of research in near future bearings face the challenges of Industrial IoT. This is regularly utilized with
regards to Industry 4.0, the Industrial Internet and related activities over the globe.

F I G U R E 1 Typical structure IIoT systems
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Industry 4.0 depicts another modern upset with an attention on mechanization, development, information, digital
physical frameworks, procedures, and individuals.10 With Industry 4.0, the fourth modern upheaval is determined to
consolidating computerization and data spaces into the mechanical Web of things, administrations, and individuals.
The correspondence foundation of Industry 4.0 enables gadgets to be available in obstruction freeway in the mechanical
Internet of things, without yielding the uprightness of wellbeing and security.11 The expression “mechanical Internet”
was begat by Industrial mammoth GE to portray modern change in the associated setting of machines, digital physi-
cal frameworks, progressed examination, AI, individuals, cloud, and so on. GE and the Industrial Internet Consortium
(IIC) chose that IIoT was an equivalent word for the Industrial Internet. IIoT is ready to carry uncommon chances
to business furthermore, society. Associations like IIC and IEEE are striving to characterize and build up the IIoT.
Every complete IoT network are similar in that they signify the association of four distinct parameters such as devices
and sensors which is utilized for connectivity, processing of data and user interface for creating the manipulation of
data once the data are stored in the cloud, processing of data is carried out using some software and based on the
actions performed.

Thus from the above examples, it is clearly revealed that security remains to be a major problem across the IIoT
environment. Especially, authorization remains to be a major issue. This research contributes the methodology through
which attacks on IIOT systems can be circumvented. The major focus of this proposed model is to present a Public Key
Encryption with Equality Test based on DLP with double decomposition problems over near-ring. This research findings
is significantly effective in avoiding quantum algorithm attacks in IIOT based networks.

1.1 Contributions

In order to solve this issue in this article, we propose a title for the IIoT environment. The proposed method is highly
secure as it solves computation ciphertext attack based on Computational Diffie-Hellman problem in hard type-I adver-
sary model and chosen-ciphertext attacks using decisional Diffie-Hellman problem for hard type-II adversary model. In
this suggested IIoT scheme, the authorization mechanism is versatile such that four types of authorizations as shown in
Figure 2 and it can be used to delegate servers in the cloud to execute the search functionality Major contributions of the
article are listed as follows:

F I G U R E 2 Four types of authorizations for IIoT
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1. The proposed system is resistant against one way-chosen ciphertext (OW-CCA) attack in the case of CDHN
a,b in hard

random oracle model for type-I adversary.
2. The proposed system is resistant against one way-chosen ciphertext (OW-CCA) attack in the case of DDHN

a,b in hard
random oracle model for type-II adversary.

1.2 Organization

The rest of the article is organized as follows: Section 2 provides clear description to some of the works related to
the proposed scheme. Preliminaries and security models are defined in Section 3. A brief description to the pro-
posed scheme is given in Section 4. Sections 5 and 6 define security and performance analysis. Section 7 concludes
the article.

2 RELATED WORKS

In last few decades, with advancement in cloud computing and tremendous evolution of data, there is an enormous
consideration for storage technology in cloud. Encryption of data is crucial to make sure data which is sensitive is
provided with privacy. To attain the aim of finding ciphertext without illuminating any plaintext information, Boneh
et al12 developed the primary PEKS (public key encryption with keyword search) scheme, where bilinear map is con-
sidered. Whereas, here in this scheme, complexity of searching becomes linear with number of keywords which are
encrypted in each document. In calculation, trapdoors are transmitted with the help of secure channel. To overcome this
problem, Baek et al13 came with a protected channel free PEKS scheme (SCF-PEKS). In Reference 13, transmission of
trapdoor can be done via a public channel with the help of public or private keys in could server. Rhee et al14 pointed
that the capabilities of attackers in the scheme security model is restricted. Scheme security model is strengthened,13

and develop a PEKS scheme in the superior model. Byun et al15 came across the fact that the latest PEKS scheme
are prone to an offline keyword predicting attack due to the fact that the keywords are basically designated from the
minor space than passwords and users are feared of using some particular repeatedly used keywords for searching a
document. In order to overcome this problem, Rhee et al16 suggested a PEKS scheme which includes tester which
is designated.

Ma et al17 proposed an encryption which has public key and which include eminence test scheme associated with
flexible authorization. Fang et al18 developed a SCF-PEKS scheme, which is efficient for keyword prediction attack below
standard model. Whereas, abovementioned schemes lack from problem which has key management problem or key
escrow issues. To overcome this issue, Peng et al19 primarily brought the concept of certificateless public key encryption
with keyword search (CLPEKS). Far ahead, Wu et al20 illustrates that Peng et al scheme lacks from an keyword guessing
attack which is off-line. In recent times, Ma et al developed two various CLPEKS strategies in References 21, 22, cor-
respondingly. The mentioned scheme is also prone to attack which is of keyword guessing type hosted by malevolent
structure insider. To alleviate IKGA, Xu et al23 develop a Public-Key Encryption with Fuzzy Keyword Search plot (PEFKS),
in which every catchphrase relates to a definite watchword search trapdoor and a fluffy catchphrase search trapdoor. As of
late, Chen et al24 present a double server PEKS plan to avoid IKGA. Huang et al25 present the idea of Public Key Authen-
ticated Encryption with Keyword Search (PAEKS), where the information proprietor scrambles every catchphrase, yet in
addition validates it.

It is observed from the literature that securities of the above discuss PKEwET models works on the basis of assumptions
relating to discrete logarithm problem (DLP). In Reference 20 Shora’s quantum algorithm provides an effective measure
to solve DLP at the polynomial time. As a result of this scheme, the existing approaches become highly insecure with
the evolution of quantum computing techniques. Thus, it is mandatory to analyze new PKEwET schemes against quan-
tum algorithm attack. In Reference 21 Magyarik and Wagner provide a cryptographic model based on noncommutative
algebraic structure.

It is clearly envisioned from the literature5,26-30 there exists several security and privacy protection measures for IIOT
systems but it fails to provide efficient authentication and authorization facilities. Further, with secure authorization
and authentication techniques complexity remains to be the major issue. In this context, the proposed method provides
secured solution for IIOT systems with improved user authorization and complexity measures. Baza et al proposed a
B-ride which is a privacy conservation scheme that allows fair payment along with trust atop blockchain network.31
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Sakhnini et al mentioned the aspects involved in the security concerning to the internet of things aided smart grids.32 Xu
et al utilized the internet of things for different smart application in the field of manufacturing sectors for resource assign-
ments in industrial sectors.33 Zhou et al utilized keyword search using public key encryption in cloud environment. This
work focuses on cloud computing popularization, various business and individual preferences.34 Dwivedi et al presented
some vital benefits and various other practices that are to be monitored in case of blockchain oriented security scenar-
ios in IoT environment.35 Thirumalai et al proposed an efficient scheme based on the public key for IoT and cloud based
security.29

3 MATHEMATICAL BACKGROUND

3.1 Complexity assumptions

Discrete logarithmic problem with double decomposition problem (DDLPDCP):
Let (N,+ , .) be a noncommutative near-ring. Let a, b, 𝜔, y be arbitrary elements of N and 𝛼, 𝛽, a be a random ele-

ments Z∗
p . The given a, b, 𝜔 ∈ N such that y = a𝛼𝜔ab𝛽 . Find a, b∈N and 𝛼, 𝛽, a ∈ Z∗

p . The process of DDLPDCP is given
in Algorithm 1.

Thus the DDLPDCP is the hybrid of the DLP and the DDP. The complexity of the DDLPDCP and level of security of
cryptosystem constructed on the DDLPDCP will differ on size of N and p. Therefore, to attain the security of order 2128
we may select a prime q of size approximately 25. The size of the prime p must be taken more than or equal to 48 bits.

Computational Diffie-Hellman problem (CDHN
a,b):

Given a near-ring N and a quintuple (a, b, a𝛼1𝜔a1b𝛽1 , a𝛼2𝜔b1b𝛽2) ∈ N where 𝛼1, 𝛼2, 𝛽1, 𝛽2a1, b1 ∈ Z∗
p , the objective is to

compute a𝛼1+𝛼2𝜔a1+b1 b𝛽1+𝛽2 . Here a, b∈N, satisfied ⟨a⟩ ∩ ⟨b⟩ = ⟨e⟩ and ab≠ ba.
Decisional Diffie-Hellman problem (DDHN

a,b):
Given a near-ring N and a quintuple (a, b, a𝛼1𝜔a1+b1 b𝛽1 , a𝛼2𝜔a2+b2 b𝛽2 , a𝛼3𝜔a3+b3 b𝛽3) ∈ N where 𝛼1, 𝛼2, 𝛼3, 𝛽1, 𝛽2, 𝛽3,∈ Z∗

p ,

the objective is to decide whether a𝛼3𝜔b𝛽3 = a𝛼1+𝛼2𝜔b𝛽1+𝛽2 . Here a, b∈N, satisfied ⟨a⟩ ∩ ⟨b⟩ = ⟨e⟩ and ab≠ ba
Computational Diffie-Hellman problem (CDHN

a,b) for trapdoor function:
Indeed, it allows to make chosen ciphertext secure schemes from any one-way encryption scheme: for any one-way

function, if a trapdoor allows to get back a part of the preimage, one can base a chosen-ciphertext secure encryption
scheme on the relying computational problem. More concretely, from any one-way encryption scheme (which is the
weakest requirement one can make about an encryption scheme) and just two more hashing, one can make a highly
secure cryptosystem relying only on the same assumption as the one-wayness of the original scheme, which is generally

Algorithm 1. Discrete logarithmic problem with double decomposition problem

Input: a, b, 𝜔𝜖N such that y = a𝛼𝜔ab𝛽

Output: Secret parameters 𝛼, 𝛽, a𝜖Z∗
p

1: for i ← 1 to p-1 do
2: 𝜔 ← 𝜔a

3: end for
4: for j ← 1 to 𝜇 do
5: yj ← a𝛼𝜔b𝛽

6: Compare y = yj
7: end for
8: if y = yj thenreturn (a𝛼 , i) & exit
9: else

10: go to next step
11: end if
12: j ← j + 1
13: i ← i + 1
14: End
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a really difficult computational problem (at least more difficult than just decisional ones). We then apply this generic
transformation to many well-known one-way functions to provide the best schemes of their families: the most efficient
scheme based on the computational Diffie-Hellman problem.

3.2 Security models

In this subsection, we review the security model of PKEwET-FA, which was defined in.19

The security model includes six algorithms: Setup, KeyGen, Encrypt, Decrypt, Authorization, and Test. Suppose that
the system has a unique index for user. The Setup algorithm establishes system parameters. The KeyGen algorithm gen-
erates the public key and private key for user. The Encrypt algorithm outputs a ciphertext for a message and the public
key. The Decrypt algorithm outputs a message or using a private key. The Authorization algorithm generates the trapdoor
with the private key. The Test algorithm takes two ciphertexts, the trapdoors as inputs and outputs 1 when they are the
same message or 0 otherwise. Because the Type-4 authorization is a combination of Type-1 and Type-2 authorization, we
leave out Type-4 authorization queries for simplicity and allow only Type authorization queries to the adversary in the
security games.

The two types of adversaries as follows:

1. Type-I adversary: For type-I adversary, he/she cannot obtain any information except for the test information with type
trapdoor information.

2. Type-II adversary: For type-II adversary, he/she cannot judge whether the challenge ciphertext is encrypted by which
message without Type trapdoor information.

First we define OW-CCA security for Type authorization against type-I adversary as shown in Table 1.
In the security models of the type-I adversary, the adversary A1 submits a target K which he/she wants to challenge

before the game.
Here, O1(i)=KeyGen(i, Sp), O2(i, Ti)= dec(Ski, CTi), O3(i, .)=ET −Auth(Ski, .), O4 =O1(i) or O4 =⊥, and the condition

is that i≠K, O5(j, CTj)=O2(j, CTj) or O5(j, CTj)=⊥, and the condition is CTj ≠ CT∗, O6 =O3
Second we define IND-CC a security for type −𝛽 (𝛽 = 1, 2, 3) authorization against type-II adversaries in Table 2. The

security model of type-II adversary, the adversary A2 submits a target which he/she wants to challenge before the game.

The security models for the type-I adversary

Experiment EXPOW−CCA
S,A1

(Pk, Sk)←KeyGen(1k)

M ← AO1 ,O2 ,O3
1 .(i,Pk)

CT∗ ← Enc(Pk,M)

M∗ ← AO4 ,O5 ,O6
2 .(i,Pk)

If M = M∗ then return 1;

Else return 0.

T A B L E 1

The security models for the type-II adversary

Experiment EXPOW−CCA
S,A2

(Pk, Sk)←KeyGen(1k)

M ← AO1 ,O2 ,O3
1 .(i,Pk)

d∗←R{0, 1}

CT∗ ← Enc(Pk,Mb)

d∗ ← AO4 ,O5 ,O6
2 .(i,Pk)

If d∗ = d then return 1;

Else return 0.

T A B L E 2
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Here,
O1(i)=KeyGen(i, SP),
O2(i, CTi)=Dec(Ski, CTi),
O3(i, .) = ET − Auth(Ski, ∗), O4(i)=O1(i)orO4(i)=⊥, and the condition is i≠K;
O5(i, CTi)=O2(i, CTi) or O5(i,CTi) = 𝛿, the condition is that CTi ≠ CT∗, O6 =O3. For O6, when 𝛽 = 1, then i≠K; When

𝛽 = 2, or 𝛽 = 3, then CTj ≠ CT∗.

4 THE PROPOSED SCHEME

In this section, we illustrate the model of the developed system for PKEwET method illustrated in Figure 3. This model
includes four various components which includes, Key generation center (KGC), server for cloud (CS), data owners (DO),
and data user (DU). KGC develops the secret key which is partial for the users based on the user’s identity. Therefore the
user sends the message and produces the trapdoor by utilizing the authorization and encryption algorithm, individually.
Afterward, DO carries data that are being encrypted and trapdoors to server’s cloud. In order to search the data which
are encrypted in server, the data are sent to the server using trapdoor. By utilizing the server the difference among the CB
and CA is found. Finally, if CB = CA, then server produces the result of the search to the user. Therefore, server return 0.
In the proposed method, four different kinds of authorizations are introduced for providing the equality test flexibly.

Let four different user be A, B, D, and E. various types of authorizations are given below:

1. Type 1-authorization level of user: in this authorization, every ciphertext of user A can be analyzed with that of every
ciphertext of user E and D.

2. Type 2-authorization level of ciphertext: in this authorization, we analyze a certain ciphertext of user A with certain
user E’s ciphertext.

3. Type 3-authorization level of ciphertext: in this authorization, we analyze the user A specific ciphertext with all used
D’s ciphertext. This authorization is analysis of Type 1 and Type 2

Authority of attribute (AA): It is main for establishment of system. It gathers public component and access to secret
key, and has collaboration with users to produce the secret key of user’s data. This is also known as the attribute collection
which is a form of database or the directory in which modification, addition and saving of attributes are securely carried
out. It is a trusted foundation of data for making some decision.

Server of could (CS): It is responsible for uploading the stored data and helps the user to search the data for specified
ciphertext based on the index, then analyze the results correspondingly.

Outsourced server key generation (OSKG): It consists of user’s data which is outsourced for secret key according
to public key component and transmits it to AA.

Outsourced server decryption (OSD): After gathering the ciphertext from the user this make the use of secret key
for converting ciphertext to plaintext and transmit it back to user.

Authorized server cloud (ASC): It is responsible for analyzing the ciphertext equality based on the algorithm, and
analyze the corresponding results.

F I G U R E 3 Proposed system framework
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Data owner (DO): It is used for data encryption, combining with used to produce the ciphertext, and upload to cloud
server.

Data user (DU): It is used for producing a keywords token and transmitting it to server cloud. If searching is perfect,
then there will be gain in ciphertext, and attain the plaintext. When it is essential for the different ciphertext that contains
the similar plaintext, user transmits the ciphertext and trapdoors with the execution of algorithm and gets the user data.

1. Initial setup:
It takes a system parameter 𝜇 as input and output the system parameters Sp as follows: Let N be noncommutative

near-ring with identities, N = ⊖(22𝜇). Let a, b∈N be two noncommuting elements with order l, k = 𝜃(22𝛾 ) respec-
tively. We demand the (a) ∩ (b) = {1} and H1 ∶ N → {0, 1}𝜇+2m, H2 ∶ N3 × {0, 1}𝜇+2m → {0, 1}4m and H3,H4,H1,H6 ∶
{0, 1}𝜇 → Z∗

p , Where m is the length of the elements in Z∗
p . Then the output is Sp= {N, a, b, H1, H2, H3, H4, H5, H6}.

2. KeyGen(Sp):
It takes system parameters SP as input and outputs: (Pk, Sk) = ((U = a𝛼1 wb𝛽1 ,V = a𝛼2 Wb𝛽2)(a𝛼1 , b𝛽1 , a𝛼2 , b𝛼2)).

Where, 𝛼1, 𝛼2, 𝛽1, 𝛽2 ∈ Z∗
p are secure randomly.

3. Encryption(M, Pk):
The function encrypts a message M ∈ {0, 1}h with the public key Pk as follows:

(a) Step-1
Constructs a straight line 𝜙(x) and generates two points.

(b) Step-2
Creates two points, q1 = (H3(M), H4(M)) and q2 = (Ht(M), H6(M));

(c) Step-3
Uses two points, q1 and q2 to construct a straight line 𝜙(Z) = cz + d;
chooses z1, z2 ∈ {0, 1}m randomly and obtain two points (z1, y1), (z2, y2) on 𝜙(z), where z1 ≠ 0 or z2 ≠ 0.

(d) Step-4
Choose l1, l2, l3, l4 ∈ Z∗

P, randomly computes: C1 = al1 wal2 , C2 = al3 wal4 , C3 = M||l3||l4 ⊕ H1(al1 Ual2 ), C4 =
z1||z2||y1||y2 ⊕ H2(al3 Val4 C1,C2, l3) The cipher is, CT = (C1, C2, C3, C4).

4. Decrypt(CT, Sk):
To decrypt the ciphertext CT = (C1, C2, C3, C4) with the private key Sk, this algorithm performs the following

operations:
M||l3||l4 = C3 ⊕ H1(a𝛼1 wC1, b𝛽2), z1||z2||y1||y2
= C4 ⊕ H2(a𝛼2𝜔C2b𝛽2 ,C1.l2,C3)
Constructs 𝜙(x) as in Encrypt(step1), and verifies as follows: f (Z1)= y1, f (y2)= y2 and C2 = al3 wbl4 . When all the

equations output. Otherwise an error message ⊥ is produced as the output.

4.1 Four types of authorization algorithm and test algorithm

Assume that there are two users A and B with the ciphertext CTi = (Ci, 1, Ci, 2, Ci, 3, Ci, 4) (resp.
CJi = (Cj.1, Cj.2, Cj.3, Cj.4)). Let (li, 1, li, 2, li, 3, li, 4) (resp.(lj, 1, lj, 2, lj, 3, lj, 4) be random numbers that are used in CTi(resp.CTj).

Type-I Authorization and test
Auth-1
For user A, it takes a part of private key (a𝛼i,2, b𝛽i,2) as input and outputs a trapdoor, Kr1,i = (a𝛼i,2 , b𝛽i,2).
For user B, it takes a part of private key (a𝛼j,2 , b𝛽j,2 ) as input and outputs a trapdoor Kr2,j = (a𝛼i,2 , b𝛼j,2).
Test-1 (CTi, Kr1, i, CTj, Kr1, j)
To test CTi and CTj with Kr1, i and Kr1, j, the function performs the following operations: zi,1||zi,2||yi,1||yi,2 =

Ci,4 ⊕ H2(a𝛼i,2
𝜔Ci,2b𝛽

i,2,Ci,1,Ci,2,Ci,3) zi, 1||zj, 2||yj, 2 = Cj,4 ⊕ H2(a𝛼
j,2𝜔Cj,2b𝛽

j,2,Cj,1,Cj,2,Cj,1) and recovers 𝜙(z) =
(q, (Zi,1, yi,1).(zi,2, yi,2)), 𝜙i(z) = (q, (zj,1, yj,1), (zj,2, yj,2). Finally, it outputs 1 when 𝜙i(z) = 𝜙j(z) holds. Otherwise, it outputs 0.

Type-2 Authorization and test
Auth-2
For a user A, it takes a part of the private key (a𝛼i,2 , b𝛽i,2) as input and outputs a trapdoor. Kr2,i,CTi =

H2(a𝛼1,2𝜔Ci,2b𝛽i,2 ,Ci,1,Ci,2,Ci,3).
For user B, it takes a part of the private key (a𝛼i,2 , b𝛽j,2) as input and outputs a trapdoor Kr2,j,CTj =

H2(a𝛼j,2𝜔Cj,2b𝛽j,2 ,Cj,1,Cj,2,Cj,3).
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Test-2 (CTi, Kr2, i, CTi, CTj, Kr2, j, CT)
To test CTi and CTj with Kr2, i, CTi and CJi with Kr2,i,CTi and Kr2,i,CTj the function performs the following operations:

zi,1||xi,2||yi,1||yi,2 = Ci,4 ⊕ Kr2,i,CTi , zj, 1||zj, 2||zj, 2 =Cj, 4 ⊕Kr2, j, CT; and recovers 𝜙i(z) = (q1(zi.1, yi.1), (zi, 2, yi, 2)) Finally, it
outputs 1 when 𝜙i(z) = 𝜙j(z)

Type-3 Authorization and test
Let z be a bit-string then [z]b

a defines a sub string of z, from a to b.
Auth-3
For user A, it takes the straight line 𝜙i(z) = cizi + di, zi, 1, z1, 2, li.3, li, 4, which is used in the encryption algorithms as a

part of the private key (a𝛼i,2 , b𝛽i,2), then it outputs a trapdoor, Kr3,i,CTi,j,CT = (Qi,Xi) = ([H2(a𝛼i,2𝜔Ci,2b𝛽i,2 ,Ci,1,Ci,2,Ci,3]4i−1
2l ,

a𝛼izi,1 qib𝛼izi,1 , Where qi = ali,3𝜔Cj,2bli,4).
For user B, it takes the straight line 𝜙i(z) = Cjzj + bj, zj, 1, zj, 2, lj, 3, lj, 4. While it is used in encryption algorithm and a

part of the private key (a𝛼i,2, b𝛽i,2) then it outputs a trapdoor. Kr3,j,CTj,i,CTi = (Qj,Xj) = ([H2(a𝛼i,2𝜔Cj,2b𝛽j,2 ,Cj,1,Cj,2,Cj,i]4l−1
2l ,

a𝛼jzj,1wqjb𝛽izi,2. Where, qj = alj,3𝜔Ci,2blj,4 .
Test-3 (CTj,Kr3,i,CTi,j,CTj,CTj ,CTj,Kr3,j,CJi,i,CTi )
This algorithm works as follows: yi,1||yi,2 = [(Ci,4)4l−1

2l ⊕ Qi, yj,1||yj,2 = [Cj,4]4l−1
2l ⊕ Qj. Then, it computes 𝜓i =

a−yi,1𝜔Xib−yi,2 , 𝜓j = a−yi,1𝜔Xjb−yj,2 . Finally, it outputs 1 when 𝜓i = 𝜓j holds. Otherwise, it outputs 0.
Type-4 Authorization and test
Auth-4
For user A, this function takes a part of the private key (a𝛼i,2 , b𝛼i,2) as input and outputs a trapdoor Kr4,i,CTi = Kr2,i,CTi =

H2(a𝛼i,2𝜔Ci,2𝛽
𝛽i,2 ,Ci,1,Ci,2,Ci,3).

For user B, it takes a part of the private key (a𝛼j,2, 𝛽𝛽j,2) as input and outputs a trapdoor Kr4,j = Kr1,j = (a𝛼j,2 , b𝛽i,2).
Test-4 (CTj,Kr4,i,CTi ,CTj,Kr4,j)
To test CTi and CTj, with Kr2,i,CTi and Kr2,i,CTj , it works as follows: zi,1||zi,2||yi,1||yi,2 = Ci,4 ⊕ Kr2,i,CTi zj,1||zi,2||yj,1||yj,2 =

Cj,4 ⊕ H2(a𝛼j,2𝜔Cj,2b𝛽j,2 ,Cj,1,Cj,2,Cj,3) and resolves: 𝜙i(z) = (q, (zi,1, yi,1), (zi,2, yi,2), 𝜙j(z) = (q, (zj,1, yj,1), (zj,2, yj,2) Finally, it
outputs 1 when 𝜓i = 𝜓i holds. Otherwise, it outputs 0.

5 SECURITY ANALYSIS

5.1 Theorem

The proposed cryptosystem is OW −CCA secure in the case that the CDHN
a,b, problem is hard in the random oracle model

for the type-I adversary.

Proof. Suppose that there is a type-1 adversary A1 could break the OW −CAA security of the choul cryptosystem in
polynomial time. Now we construct an algorithm 𝛿b solve the CDHN

a,b problem in N with nonnegligibility. Given a 4-tuple
(a, b, a𝛼1wb𝛽1, a𝛼2wb𝛽2) ∈ N, the objective of the algorithm 𝛿 is to compute a𝛼3wb𝛽3 = a𝛼1+𝛼2 w𝛽𝛽1+𝛽2 . The game between 𝛿

and A1 runs as follows, during the interaction, 𝛿 will store its response to all queries and hold the H1 with list. ▪

Init: The adversary A1 submits a target 𝜇 that he or she wants to change before the game.
Setup: The simulator generates the system parameter (Sp) with a security parameter 𝛿 as in the algorithm setup. Then

it generates n-pairs of public/ private key as follows:
For each 1≤ j≤n(j≠K). It choose a random 𝛼i, 1, 𝛼i, 2, 𝛽i,1, 𝛽i,2 ∈ Z∗

P and computes Uj = a𝛼i,1 wb𝛽i,1 , Vi = a𝛼i,2𝜔b𝛽i,2. The
public key is (Ui, V j), and the private key is (a𝛼i,1 , b𝛽i,1 , a𝛼i,2 , b𝛽i,2 ,w). If i=K, Let Uk = a𝛼1 wb𝛽1 , VK = a𝛼k ,2wb𝛽k,2. While 𝛿 can
only be the private key. Vk = a𝛼k,2wb𝛽k,2. Note that 𝛿 has no information about the private key of UK . Then, the simulation
provides public keys to A1.

Phase-1
After receiving the public key, A1 can perform the decryption key queries, decryption queries, authorization queries

and random oracle H1 queries. The game between A1 and 𝛿 runs as follows:
OH 1 -queries:

• A1 can perform the OH1−queries adaptively. To respond to the queries, 𝛿 holds a list of tuple H1 − (𝛾i, 𝜎i) and respond
as follows:
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• When 𝛾i is already in H1 in the tuple (𝛾i, 𝜎i) then 𝛿 outputs H1(𝛾i) = 𝜎i as the answer.
• Otherwise, 𝛿 choose 𝜎i ∈ {0, 1}𝜇+2m randomly, stores a new tuple (𝛾i, 𝜎i) in to the H1 lists outputs H1(𝛾i) = 𝜎i as the

answer.

Decryption key queries: A1 can perform the decryption key queries adaptively and 𝛿 responds A1 with Ski, which
is generated during (i≠K).

Decryption queries: Let CTi = (Ci, 1, Ci, 2, Ci, 3, Ci, 4). If i≠K, 𝛿 calls the decryption key queries for Ski. Then, it runs
decryption algorithm and output the answer to A1. Otherwise, 𝛿 answers as follows:

If each tuple (𝛾i, 𝜎i) is in the H1-list, 𝛿1 calculates:
Step-1
Mi||li,3||li,4 = Ci,3 ⊕ H1(𝛾i)
zi,1||zi,2||yi,1||yi,2 = Ci,4 ⊕ H2(a𝛼i,2𝜔Ci,2f 𝛽i,2 ,Ci,1,Ci,2,Ci,3)
Step-2
It generates qi, 1, qi, 2 as the encrypt algorithm by using M1.
Step-3
It constructs a straight line 𝜙i(z), by using the two points qi, 1, qi, 2 generated during step 2.
Step-4
𝛿 returns Mi, if 𝜙i(zi,1) = yi,1 and 𝜙i(xi,2) = yi,2 and Ci,2 = ali,3𝜔bli,4 holds. Otherwise, it outputs ⊥ to A1.
Authorization querying: For the type-𝛽 (𝛽 = 1, 2, 3) authorization, it runs as follows:
Step-1
When 𝛽 = 1,with input i, 𝛿 runs the auth-1 algorithm and answers A1 with Kr1,i = (a𝛼i,2 , b𝛽i,2 ).
Step-2 When 𝛽 = 2, with input (i, CTi), 𝛿 runs the auth-2 algorithm and answer A1 with Kr2,i,CTi =

H2(a𝛼i,2𝜔Ci,2b𝛽i,2 ,Ci,1,Ci,2,Ci,3).
Step-3 Where 𝛽 = 3, with input (i,CTi, j,CT) 𝛿 runs auth-3 algorithms and answer, A1 with Kr3, i,CTi, j,CTj =

(𝜙i,Xi) = ([H2(a𝛼i,2𝜔Ci,2b𝛽i,2 ,Ci,1,Ci,2,Ci,3)]4l−1
2l , a𝛼izi,1 qib𝛽izi,2), Where qi = ali,3𝜔Cj,2bli,4 .

Challenge: 𝛿 select a message MK randomly with a challenge lK,i, lK,2 ∈ Z∗
p . Then it outputs

CTK = (CK, 1, CK, 2, CK, 3, CK, 4) as follows: CK,1 = a𝛼2𝜔b𝛽2 , CK,2 = alK,1𝜔blK,2 , CK,3 = M||l𝜇, 1||l𝜇, 2 ⊕ H1(a𝛼3 wb𝛽3),
CK,3 = M||lK , 1||lK , 2 ⊕ H1(a𝛼3wb𝛽3 ), CK , 4 = z1||z2||y1||y2 ⊕ H2(alK,1 VKblK,2 ,CK,1,CK,2,CK,3).

Finally, it gives CTK to A1 at the challenge ciphertext.
Phase-2
A1 continues to perform query in phase 1. The restrictions are as follows:

• In the decryption key query i≠ k.
• In the decryption query, CTk is not allowed.

Guess: Finally assumes a guess M∗. If M∗ = Mk holds and 𝛿 outputs a𝛼3𝜔b𝛽3 = a𝛼1+𝛽1𝜔b𝛼2+𝛽2 as the answer.

5.2 Theorem

The proposed cryptosystem is IND-CCA secure in the case when the DDHN
a,b, problem is hard in the random oracle model

for type-II adversary.

Proof. The proposed cryptosystem is IND-CCA secure in the case when the DDHN
a,b, problem is hard in the random

oracle model for type-II adversary. proof. Suppose that there is a type-II adversary A2 that can break the IND-CCA security
of the above cryptosystem in polynomial-time. Now, we construct an algorithm 𝛿 to solve the DDHN

a,b, problem in N
with nonnegligible probability. Given a 5-tuple (a, b, a𝛼1𝜔b𝛽1 , a𝛼3𝜔b𝛽3) ∈ N the object of algorithm 𝛿 is to test whether
a𝛼3𝜔b𝛽3 = a𝛼1+𝛼2𝜔b𝛽1+𝛽2 holds. The game between 𝛿 and A2 runs as follows. During the interaction, 𝛿 will store its responses
to all queries and hold the H1 watch list. ▪

Init: The adversary A2 submits a target K that he/she wants to challenge before the game.
Setup: The simulator generates the system parameters sp with a security parameter 𝛽 as in the algorithm setup. Then,

it generates n-pairs of public/private keys as follows:
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For each 1≤ i≤n(i≠K), it chooses a random 𝛼i,1, 𝛼i,2, 𝛽i,1, 𝛽i,2 ∈ Z∗
p and computes UK = a𝛼

i,1𝜔b𝛽

i,1,VK = a𝛼

i,2𝜔b𝛽

i,2. The
public key is (UK , V K)and the private key is (a𝛼

i,1, b𝛽

i,1, a𝛼

i,2, b𝛽

i,2, 𝜔). If i≠K, let UK = a𝛼
1𝜔b𝛽

1 ,VK = a𝛼

k,2𝜔b𝛽

k,2 while 𝛿 only has
the private key VK = a𝛼

k,2𝜔b𝛽

k,2. Notice that 𝛿 has no information about the private key UK . Then, it gives the public keys
to A2.

Phase 1
After receiving the public key, A2 can perform decryption key queries, decryption queries, authorization queries, and

random oracle H1 queries. The game between A2 and 𝛿 runs as follows:
OH1 -queries: A2 can perform the OH1 -queries adaptively. To respond to the queries, 𝛿 holds a list of tuples-H1 − (𝛾i, 𝜎i)

and responds as follows:

• If there is iAE′ 𝜎i already in H1 in the tuple H1(𝛾i, 𝜎i), then, outputs H1(𝛾i) = 𝜎i as the answer.
• Otherwise, 𝛿 chooses 𝜏i ∈ {0, 1}𝜇+2m randomly, stores a new tuple (𝜎i, 𝜏i) into H1-list and outputs H1(𝛾i) = 𝜎i) as the

answer.

Decryption key queries: A2 can perform decryption key queries adaptively and 𝛿 responds to A2 with SKi which is
generated in the Setup i≠K.

Decryption queries: Let CTi = (Ci, 1, Ci, 2, Ci, 3, Ci, 4).
If i≠K, 𝛿 calls the decryption key queries for SKi . Then it runs decryption algorithm and outputs the answer to A2.
Otherwise, 𝛿 answers as follows: If each tuple (𝜎i, 𝜏i) is in H1-list, 𝛿 calculates:

1. Mi||li,3||li,4 = Ci,3 ⊕ H1(𝜎i)zi,1||zi,2||yi,1||yi,2 = Ci,3 ⊕ H2(a𝛼i,2𝜔b𝛽i,2 ,Ci,1,Ci,2,Ci,3)
2. It generates qi, 1, qi, 2 as in the Encrypt algorithm by using Mi;
3. It constructs a straight line 𝜙i(z) by using the two points qi, 1, qi, 2 generated in the step 2;
4. 𝛿 returns Mi, if 𝜙i(zi,1) = yi,1, 𝜙i(zi,2) = yi,2 Ci,2 = ali,3𝜔bli,3 all hold. Otherwise, it outputs ⊥ to A2.

Authorization queries: For type-𝛽(𝛽 = 1, 2, 3) authorization, it runs as follows:

1. When 𝛽 = 1,, with input i, 𝛿 runs the Auth-1 algorithm and answers A2 with Kr1,i = (a𝛼i,2 , a𝛼i,2);
2. When 𝛽 = 2, with input (i,CTi), 𝛿 runs the Auth-2 algorithm and answers A2 with Kr2,i,CTi =

H2(a𝛼i,2𝜔Ci,2b𝛽1,2 Ci,1,Ci,2,Ci,3);
3. When 𝛽 = 3,, with input, (i,CTi,CTj), 𝛿 with input runs the Auth-3 algorithm and answers A2 with Kr3,i,CTi,i,CTj =

(Qi,Xi) = ([H2(a𝛼i,2𝜔Ci,2b𝛽1,2 Ci,1,Ci,2,Ci,3)]4l−1
2l , a𝛼i,zi,1𝜔qib𝛽

ai
, zi,2), where qi = ali,3 Cj,2bli,4 .

Challenge: A2 takes two messages M0, M1 randomly to 𝛿. Then, 𝛿 selects a random bit b ∈ {0, 1} and chooses li,1, li,2 ∈
Z∗

p . Then, it outputs CTK =Ci, 1, Ci, 2, Ci, 3, Ci, 3 as follows:
CK,1 = a𝛼2𝜔b𝛽2 ,
CK,2 = a𝛼

lK,1
𝜔b𝛽

lK,2
,CK,3 = Mb||lK,1||lK,2 ⊕ H1(a𝛼3𝜔b𝛽3),

CK, 4 = z1||z2||y1||y2⊕

H2(alK,1𝜔VKblK,2 ,CK,1,CK,2,CK,3)
Finally, it gives CTK to A2 as the challenge ciphertext.
Phase 2 A2 continues performing queries as in Phase 1. The restrictions are as follows:

• In the decryption key queries, i≠K;
• In the decryption queries, CTK is not allowed.
• For type-𝛽(𝛽 = 1, 2, 3) authorization queries:

1. When 𝛽 = 1, i ≠ K;
2. When 𝛽 = 2, (K,CTK) is not allowed;
3. When 𝛽 = 3, (K,CTK , .) is not allowed;
Guess. Finally, A2 submits a guess d*. If d* = d holds, 𝛿 outputs 1 meaning a𝛼3𝜔b𝛽3 = a𝛼1+𝛼2𝜔b𝛽1+𝛽2 ; otherwise, it

outputs 0.
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6 PERFORMANCE ANALYSIS

Here, we analyze the efficiency of our scheme. In Figure 4, we provide comparisons to other PKEwET schemes without
flexible authorization. From the second column to the fifth column, we show complexity comparisons of the encryption
algorithm (Enc), decryption algorithm (Dec), authorization algorithm (Auth), and test algorithm (Test). The last col-
umn shows the ability to resist quantum attacks (RQA). Figure 5 shows comparisons to the schemes in Reference 19
with flexible authorization. The second to the fifth column show complexity comparisons of four types of authorization
algorithms, while the sixth to the ninth column show.

• i-means modular inversion
• m-means modular multiplication
• p-means pairing evaluation

The proposed algorithm is tested with different existing algorithms on the basis of encryption, decryption, authoriza-
tion, and test with respect to time cost, where the proposed algorithm has higher authorization time cost when compared
with existing approaches. Some others systems as shown in graph has null authorization. The testing time cost for the
proposed method has lower time cost. Comparison of time cost is shown in Figure 6.

Figure 7 shows comparisons to the scheme in H. Qu et al. The second to the fifth row shows the complexity compar-
isons of Enc, Dec, Auth, and Test. The last line shows the ability to resist RQA. From the comparisons in Figure 4, we can

F I G U R E 4 The comparison of computational complexity (time)

F I G U R E 5 Comparison of the time-cost for encryption,
decryption, authorization, and test algorithms

F I G U R E 6 The comparison of computational
complexity (time)
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F I G U R E 7 The comparison of the scheme in H. Qu et al

F I G U R E 8 Search Time

F I G U R E 9 Decryption time

F I G U R E 10 Equality test

see that there is no authorization in because these algorithms do not use different types of authorizations according to
different situations. In Ma added four types of authorization policies. Figure 6 shows that our scheme is more efficient in
Enc and Dec.

Security enhanced using the method is evaluated using different time metrics. Search time is one such metric which
uses the attributes numbers based on the performance of the systems in providing security. Figure 8 describes the search
time comparison made with different existing algorithms. Where our proposed security based method out performs other
by minimizing the search time with increase in number of attributes.

Figure 9 shows the illustration of various existing algorithm with proposed system for decryption time. With increase
in number of attributes, the time of decryption decreases. The proposed methodology has efficient decryption time
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where lesser the time consumed for decryption is higher the performance of the proposed system. Public key encryp-
tion is used for securely transmitting the user’s data to the recipient using near-ring. This transmission is analyzed using
equality testing which is shown in Figure 10, where our proposed method makes the security enhanced using near-ring
which is compared with existing algorithms. Our approach for security enhancement increases with total number
of attributes.

7 CONCLUSION

IoT is emerging technology in various aspects of today’s world, with increase in security concern, transmission of data
should be made more secure to avoid unauthorized access to confidential information. This article describes authorized
equivalence scheme by utilizing significant public key cryptography. Authorized mechanism is our suggested scheme
which is efficient in flexibility such as capability in testing by authorized users enabled to access the cloud server with
various authorization schemes. Moreover, procedure of transmitting data takes places using oracle random model, based
on the assumption of DLPDCP the proposed security model has proved its efficiency. Thus, providing security in IIoT
based model remains as a greater challenge. In this proposed model, PKEwET based near-ring model is developed for
Industrial IoT system. Search time of the proposed scheme is 150 milliseconds for which the number of attributes is 50
and when comparing to the decryption time of the proposed model which is lower when compared to other existing
scheme for 50 attributes. Our proposed privacy enhancement is proved to be efficient against random Oracle model and
quantum algorithm.
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